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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



2. 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 



Claims 1-18 are rejected under 35 U.S.C. 102(e) as being anticipated by Shear 
et al (US/6157721). 

As per claim 1, Shear et al disclose the "Systems and Methods Using 
Cryptography to Protect Secure Computing Environments" invention, which 
includes a method for distributing information to a plurality of conditional access 
receivers (Processing Environment, Fig 2, 108) with a plurality of different 
signature checking capabilities (Col 9 lines 58-65), the method comprising: 
generating a first signature over the information; generating a second signature 
over the information; sending the first and second signatures to the plurality of 
conditional access receivers (Col 8 lines 15-30 and Col 9 lines 51-65); and 
sending the information to the plurality of conditional access receivers (Col 9 
lines 51-65, Col 15 lines 13-23, and Col 16 lines 1-10). 
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4. As per claims 2, 8, and 10, the method for distributing information to the plurality 
of conditional access receivers with the plurality signature checking capabilities 
as recited in claim 1 , further comprising: receiving the first signature associated 
with the information at the conditional access receiver; receiving the second 
signature associated with the information at a conditional access receiver (Col 15 
lines 40-65 and Col 16 lines 1-37); determining a signature checking capability of 
the conditional access receiver; choosing one of the first and second signatures; 
calculating a third signature over the information; and comparing the third 
signature to one of the first and second signatures (Col 14 lines 48 to Col 15 line 
6). 

5. As per claims 3, 12, and 16, the method for distributing information to the plurality 
of conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 1 , further comprising: generating a checksum 
over at least the information; and sending the checksum to the plurality of 
conditional access receivers (Col 9 line 53 and Col 10 lines 4-30). The digital 
"seal of approval" also include the checksum information of the load module (Col 
10 lines 4-16) so the authority can analyze and approve the module. 



6. 



As per claim 4, the method for distributing information to the plurality of 
conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 1 , wherein the sending the first and second 
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signatures and sending the information comprise sending the same message 
(Col 15 lines 1-8). 



7. As per claim 5, the method for distributing information to the plurality of 
conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 1 , wherein: the plurality of conditional access 
receivers includes as a first and second conditional access receivers; the first 
conditional access receiver users a first signature algorithm different from a 
second signature algorithm used by the second conditional access receiver (Col 
15 line 65 to Col 16 line 21). 



8. As per claim 6, the method for distributing information to the plurality of 
conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 1 , wherein the information comprises software 
object (Col 18 lines 45-67). 



9. As per claim 7, the method for distributing information to the plurality of 
conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 1, wherein the information comprises authorization 
information (Col 9 lines 52-67 and Col 16 lines 45-67). 
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10. As per claim 9, same rejection basis on claim 1 applies and sending the 
message to the plurality of conditional access receivers (Col 8 lines 40-67). 

11. As per claim 1 1 , the method for distributing information to the plurality of 
conditional access receivers with the plurality of different signature checking 
capabilities as recited in claim 8, wherein the third signature corresponds to a 
security level that excludes one or mort of the plurality of conditional access 
receivers from the security level (Col 16 lines 45 -67) 

12. As per claim 14, Shear et al disclose a computer message stream embodied in at 
least one carrier wave for providing for authentication of the computer message 
stream, comprising: a data segment comprising an object; a first signature 
segment comprising a first signature over the data segment; and a second 
signature segment comprising a second signature over the data code segment 
(Col 16 lines 11-21). 

13. As per claim 15, Shear et al disclose a computer message stream embodied in at 
least one carrier wave for providing for authentication of the computer message 
stream as recited in claim 14, further comprising an authorization segment 
comprising authorization information for the object (Col 9 lines 52-67). 

14. As per claim 17 and 18, Shear et al disclose a computer message stream 
embodied in at least one carrier wave for providing for authentication of the 
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computer message stream as recited in claim 14, wherein the data segment is 
sent at a different time than at least one of the first and second signature 
segments (Col 13 lines 50-60); and the data segment is coupled to a first carrier 
wave and at least one of the first and second signature segments is coupled to a 
second carrier wave (Col 13 lines 50-60). 

Conclusion 

15. Any inquiry concerning this communication from the examiner should be directed 
to Linh Son whose telephone number is (703)-305-8914. 

16. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor Kim Y. Vu can be reached at (703)-305-4393. The fax numbers for 
this group are (703)-872-9306 (official fax). Any inquiry of general nature or 
relating to the status of this application or proceeding should be directed to the 
group receptionist whose telephone number is (703)-305-9600. 

LLS 

Patent Examiner 




